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RIO Architecture

Host PC RT Target FPGA

Ethemet | i | | Inter-process i | ' | | Inter-process
Communication | : | .Communication . \Communication

Inter-process
Communication
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RT System Software Components

Real-Time Executable
Required
Drivers
Network Settings

Network Shared Variables

Scan Engine Settings

FPGA Flash Bitfiles
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Typical Deployment Using MAX and LabVIEW

1. DiSCOVGr the 1a rget in [ 3 Project Explorer - cRIO Modbus Map.vproj * (5=l e
MAX File Edit View Project Operate Tools Window Help

[EEEIEEERY Y-
2. Apply network settings tems | Fies

= E; Project: cRIOQ Modbus Map.lvproj
= B My Computer

3. |nSta|| a” necessary >E-=+|5' DEFEHdEﬂFi.ES .
drivers b [l NLeRO G00100)
i [ Modbus Library.lib
. Change project IP D oo eeteaions
2 My Reak-Time Appiication
Address e
5. Deploy the controller (s
. Duplicate
Settl n g S ExpTore
. . Rermove from Project
5. Deploy the application P
Properties
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New: Monitor Critical Controller Attributes

r

ﬁ Josh-9068 - Measurement & Automation Explorer
File Edit View Tools Help
a E1 My Systemn
» g Data Neighborhood
. B Devices and Interfaces
» 44 Scales
' 53 Software
> [§g) VI Drivers
4 [ Remote Systems
> [ Josh-8106
» l':ﬁ Josh-9025
4 |[3 Josh-9068
- g8 Devices and Interfaces
> & Software

(1 Restart |

Startup Settings

Safe Mode

Console Qut

IP Reset

Disable RT Startup App
Disable FPGA Startup App

Enable Secure Shell Server
(sshd)

System Resources

Total Physical Memory
Free Physical Memory
Total Virtual Memaory
Free Virtual Memory
Primary Disk Capacity
Primary Disk Free Space
CPU Total Load

CPU Interrupt Load

5 I

e Refresh | 1 Set Permissions w0 LogIn

485 MB

413 MB

485 MB

459 MB

851 MB

800 MB

14%
9%

7%
5%

|5 System Settings | & Network Settings 7 Time Settings| 7 Help|

+=+ Connected - Running

= o]

¢/ Show Help

A

1

ni.com
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LabVIEW Project Based Deployment

- \WWhat happens to FPGA code when deploying
RTEXEs?

{3 Configure Open FPGA VI Reference

|
Open
Build Specification !!_,..:-‘HII-
ﬂ L= s s 1 It
. FPGA Target
FPGA Target\Untitled 1 RIOO
0 Bitfile
=3
[¥| Run the FPGA VI
Dynamic mode
Bind FPGA host reference to type definition
=
oK l [ Cancel l [ Help ]
NATIONAL
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Open FPGA VI Reference Timing

Device
powered RTEXE loads
RTOS FPGA
loads loads

I
FPGA |/O state uncontrolled
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FPGA Deployment

Two methods to deploy an FPGA bitfile:
1. Host can load bitfile with ‘Open FPGA VI Reference.vi’
2. Load independently into FPGA flash memory

NATIONAL
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RIO Hardware Architecture Overview

/ \4{ FPGAIFIaSh J

R

Processor S
«—> FPGA Fabric /O

. o /

I ) \ )
|

¥
Real-Time or Host FPGA
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FPGA Deployment: Host Reference

- Bitfile is saved in host application
with ‘Open FPGA VI Reference.vi’

- In execution, Open FPGA function
checks if bitfile is loaded and loads
If not already loaded

- Caveat: bitfile isn't loaded and run
until OS and application load

ni.com 12
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1

u|
FPGA Target
RICO
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FPGA Deployment: FPGA Flash

- Alternative Is to deploy FPGA
bitfile to flash

- Right Click the FPGA Target in
the project and select RIO
Device Setup...

- Programmatically, use NI-RIO
System Replication Vls found
on NI Developer Zone (Title:
FPGA Target System
Replication)

ni.com 13

F2

Set RIO Device Settings.vi

Download Bitfile.vi
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http://digital.ni.com/public.nsf/websearch/AF4FF0C65AF31B4348257337006A144A?OpenDocument
http://digital.ni.com/public.nsf/websearch/AF4FF0C65AF31B4348257337006A144A?OpenDocument
http://digital.ni.com/public.nsf/websearch/AF4FF0C65AF31B4348257337006A144A?OpenDocument
http://digital.ni.com/public.nsf/websearch/AF4FF0C65AF31B4348257337006A144A?OpenDocument

FPGA Deployment

- Bitfile can run on device e ——
power up and/or reboot:

- Note: Must compile with
‘Run when loaded to FPGA e
checked (not default)
| i |
- RTEXE can still connect to —

Open
- - Build Specification
|-t I e &=
@ v
FPGA Target\Untitled 1

=]
[¥/ Run the FPGA VI
!!!_-‘-HL. [] Dynamic mode
_— i Bind FPGA host reference to type definition
I _
FPGA Target
RIO0

NATIONAL
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New: Manage FPGA Bit Files on NI Linux Real-Time

- Update and erase the FPGA bit files on NI Linux Real-
Time targets programmatically, from MAX, and the web

Hardware Configuration ]
—
4 l C;L Search T« NI cRIO-9068 "RIO0" - Measurement & Automation Explorer o= 3]
File Edit View Tools Help
— — 1 e
4 B My System , e 0e - Josh-9068 : NI Web-based Configuration & Monitoring v
i (gl Data Meighborhood
% |_:"'i!"L:B i & Devices and Interfaces i [9 josh—90_68 f¥Home.
|- 44 Scales
Rename b & Software Restart’  Login
[ . VI Drivers
ﬁ a BH Remote Systems
X i (@) Josh-8106 ﬁ ‘Search Refresh v
Self-Test [ Josh-gﬂﬁ (S|
4 [if] Josh-9068 = g CRIO-9068 =
[ T=] ] 4 B Devices and Interfaces e B Name: Josh-9068 Settings
H'wi |ﬁ MI cRIO-9068 "RICO" A
ASRL1zINSTR ) - NI cRIO-9068 Name RI00
Hardware M... ASRL2:INSTR Name: RIOO Vendor National Instruments
ASRL3:INSTR — Model NI cRIO-5068
» &1 Software 1:__’! ASRL1::INSTR R ———
Name: ASRL1::INSTR
— Status Present
Upgrade FW % ASRL2::INSTR

3
g

S Name: ASRL2::INSTR Erase Firmware ‘ ‘ Update Firmware

ASRL3::INSTR
Name: ASRL3::INSTR

g
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FPGA Flash Deployment Timing

Device powered; RTEXE
FPGA bitfile runs loads

RTOS RTEXE

loads connects

with FPGA
I J
I
FPGA 1I/O state controlled
7 NATIONAL
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Difficulties

What about project-based deployment in the context of:

| T - Y =]
i' ik :' d Q|
" ] - d &
Mk - LRI 2/¥8 |

D
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Image vs. Component-based updates

Image-Based Updates

Entire Disk Copy

Component-Based Updates

I = =
dld &
Lt | | [ {

RIO Driver

LabVIEW Run-Time
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Image vs. Component-based Updates

Image-Based Updates

Simple

* All Inclusive

Entire Disk Copy * Only one deploy function
 Blacklisting for customization
* |deal for factory installations

Component-Based Updates
Flexible

» Update exactly what you want
 Efficient network bandwidth

» Controller agnostic

LabVIEW Run-Time * More powerful tool for updates

NATIONAL
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RTEXE

RIO Driver
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Push Model

Pros: — Cons:

« Simple infrastructure « Must know of or

» Easy to develop i‘ A3 discover all targets

» Update code doesn’t * Possible to perform
reside on the | _f updates at a bad time

controller
» Approach of nearly
all NI APls and RAD

%

ni.com 20
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lmaging

1. Deploy built application to a controller from project

2. Create Disk Image from this controller

- Image packages every file on the controller hard drive in a zip file
saved on the host machine

3. Deploy that image to one or more targets

NATIONAL
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New: View Image Meta-Data from MAX or \Web
Interface

?E Josh-9025 - Measurement & Automation Explorer E\@

File Edit View Tools Help

4 B3 My System (1) Restart | e Refresh | 3 Set Permissions w0 LogIn <7 Show Help
> [§l Data Neighborhood
- gy Devices and Interfaces -

> 44 Scales System Settings
- &1 Software
- [ IVI Drivers Hostname Josh-9025

4 B8 Remote Systems

. 0 Josh-8106 IP Address 10.2.33.65 (Ethernet)

1.2.34 (Ethernet)

- |34 Josh-9025 =
i {3 Josh-0068 DNS Mame Josh-9025 N
Vendor National Instruments
Madel cRIO-9025
Serial Mumber 0175F8C2
Firmware Revision 21.2 L
Operating System NI Real-Time VxWorks-PPCE03 6.3
Status Connected - Running

) rt Time 4:35:10 AM

Irmage Title mylmage

Image Version 200

Locale English
Halt on IP failure ]

| System Settingsl@ Metwork Settings | s Time Settingsl Y Help|

+=+ Connected - Running

NATIONAL
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Replication and Deployment Utility (RAD)

- Open source image-based deployment utility
- Use "as-Is’ or as a starting point for a custom solution

- Developer Zone: Replication and Deployment (RAD)
Utility

{3 Replication and Deployment Utility |ﬂl
File Targets Images Help
2o b Exit
Deployment Targets Application Images “
a Refresh & Settings g Refresh  &a Settings
Host Name IP Address Serial Number | Model J Application Name | Version | Date/Time Medel
MI-cRI09076-01723361 | 10.0.19.100 017233E1 cRIO-9076 9002 Image for0.0.0.01P 7 1.0.0 08/01/2012 05:56:22 PM | cRIO-9002
MI-cRIO9022-Burts 10.019.44 014C1A33 cRIO-9022 9074 EtherCAT Test Imag| 1.0.0 07/20/2011 02:10:28 PM | cRIO-9074
MI-cRI02076-017233BD | 10.0.19.45 017233ED cRIO-9076 I &= peploy 9074 FPGA CAR Test 1.0.0 05/03/2012 01:22:43 AM | cRIO-9074
cRIO-9074-DH 10.019.7 013536F7 cRIO-9074 9074 FPGA CAR Test 101 05/02/2012 02:29:45 PM | cRIO-9074
MI-cRIO9076-017233B8 | 10.0.19.99 01723388 cRIO-3076 [ = retricve DH's Controller Image | 1.0.0 05/15/2012 11:58:33 AM | cRIO-9074
DH's ControllerImage | 101 06/01/2012 02:41:52 PM | cRIO-8074
Hy Compare DH's Controller Image | 1.0.2 06/26/2012 02:34:00 PM | cRIO-9074
IP Settings Test 1.0.0 06/06/2011 10:32:32 AM | cRIO-9014
J J Blomm i emmls T ommd 1nn AEMACAANT T 44,2777 AKA MYt~ @433 J
[ifaddTarget 3 ¥selectal 5= Confiours g= Configure
NATIONAL
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http://zone.ni.com/devzone/cda/epd/p/id/5986
http://zone.ni.com/devzone/cda/epd/p/id/5986

RAD: Image Management

43 Replication and Deployment Utility | o = 5z |

File Targets Images Help

EYe. o
Deployment Targets Application Images &er
w3 Refresh & Settings w3 Refresh & Settings
Host Name IP Address Serial Number | Model J Application Name Version | Date/Time Model
NI-cRIO9076-017233B1 | 10.0.19.100 01723361 cRIO-9076 9002 Image for 0.0.001P | 1.0.0 08,/01,/2012 05:56:22 PM | cRIO-9002
NI-cRIOS022-Burts 1001944 014C1A33 cRI0-8022 9074 EtherCAT TestImag| 1.0.0 07/20/2011 02:10:28 PM | cRIO-8074
NI-cRIO2076-017233BD | 10.0.1945 017233BD <RIO-3076 - 9074 FPGA CAR Test 100 05/03/201201:22:43 AM | cRIO-8074
cRIO-9074-DH 100197 013536F7 cRIO-9074 9074 FPGA CAR Test 101 05/02/2012 02:29:45 PM | cRIO-9074
NI-cRIC9076-017233B8 | 10.0.19.99 01723388 cRIO-9076 DH's ControllerImage | 1.0.0 05/15/201211:58:33 AM | cRIO-9074
DH's ControllerImage | 1.0.1 06/01/2012 02:41:52 PM | cRIO-8074
E DH's ControllerImage | 1.0.2 06/26/2012 02:34:00 PM | cRIO-9074
IP Settings Test 1.00 06/06/2011 10:32:32 AM | cRIO-9014
B L] e Tan | namsnisasmar ane v o1 L

FaddTarget §¥selectAl 5=Co

Retrieve | ' Deploy

{3 Application Image Properties | J E Deploy Apphcaton Images =
T
Application Image Properties o
HNome {PAddeers | Rotus_ § Progres |
Mame NI-cRI09022 -BuntS | 1001544 | Replacing file /ni-t/systemyerrony/ chineses/nicrio an | 0%
My Application Name | 1 |
Old Version Mew Version t t
1.00 101 } !
Description T i

My Application Description,

Stop After Current Eatch ]

=
i3 Retrieve Application Image | )
| Configure Retrieval and Deployment Blacklists 'I Retrieving application image
| Configure Bitfile(s) for FPGA Flash Deployment | |
| = I | —= l Getting file /ni-rt/system/crio/
Scs module_1093_m9237.hex
L A
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Component Example: Application Components

- RT Application Is bullt into a system component
- Allows specification of driver dependencies for application
- Limitation: Project configurations cannot be deployed

- See White Paper: Using Application Components to Deploy
LabVIEW Real-Time Applications

NATIONAL
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http://www.ni.com/white-paper/12919/en
http://www.ni.com/white-paper/12919/en
http://www.ni.com/white-paper/12919/en
http://www.ni.com/white-paper/12919/en

Application Components

{3 My Real-Time Application Properties

Category
Information

Source Files

Additional Exclusions
Pre/Post Build Actions

Component Definition

Preview

Version Number
Auto increment

Major Minor  Fix Build

T (.10 (.0 [.|0

Required software set

MNI-RIC 4.0 - August 2011

| »

m

Addons

[7] MI-Serial RT 3.8.0

[ [7] EPICS Client I/O Server 11.0.0

[7] Language Support for Simplified Chinese 11.0.0
[ NI-VISA 5.1

[T] MI-VISA EMET-ASRL Passport 5.1

P ar nrm s e

[Wl| Femote Panel Server for LabVIEW RT 4.0.0

Show software by set

| Component Definition
Create a component definition file (.cdf) and specify dependencies

Real-Time application using Measurement &

Destinations " " . —
5 File Setti A component definition file allows you to deploy a startup
Ac::r;cnecelde ings Automation Explorer (MAX) or the System Configuration Vis. Click Help for mere information.

Software set description
MI-RIO 4.0 - August 2011

Components:

Base Systern 8.0

CompactRIO Support 4.0.0
Deterministic Network Support for
LabVIEWRT 1.1

Software addon description

Allows accessing VIs as remote panels.
This version of the Remote Front Panel
Server requires LabVIEW Real-Tirme 2010.
This compenent does not automatically
downgrade. Refer to the RT 2010 Known
Issues for a workaround.

>

Build oK |[ Cancel ||

J{

Help l

ni.com 31
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Application Components Deployment

- MAX works as a GUI to install components to targets

9 LabVIEW Real-Time Software Wizard: cRIO-9074-Test (10.0.60.160) i (X

@ Software - Measurement & Automation Exploret  application to install to the target. W:?}&%ﬁé‘ms
File Edit View Tools Hel )
P - No startup application is currently installed.
> &) My System ‘ JAA
4 €3 Remote Systems F
% IE:} cRIO-0074-Test () Install software without installing a startup application
» @ Devices and Interfaces So i ﬂw' e e e S |
——— (Z) Uninstall all software
b 150 Software | "
' & JA e © Install the following startup application:
|g dd/Remove Software | 4 | Available version(s) on the host:
T Wh 1000 [¥]
e e ‘
#ins | Installing this application also installs the following:
NI-RIO 4.0 - August 2011
For
men
pres
Sub

<<gack | Next>> | [ cancel | [ hHep |

NATIONAL
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Application Components Deployment

- System Configuration APl to programmatically
deploy
- Component Definition File

- .../National Instruments/RT Images/User
Components/[ Project Namél/l Target Namel/l Build
Specification Nameél/l Version #

- Distribute A7 /Images Folder to other machines

Controller I 1rikilize, vi izet Available Software,vi Inskall, vi Close, vi

:@ ! !,:!' wz Syskern Session ',:.',ﬂ s .

i: k FepositorvLoc :
Components || Ao Install Starkup =
Repository Location | P ] @ | p
Emwj J [Her ol

item types (visible) wersion seleckion {exacthy)

Ekartup only =

7 NATIONAL
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Demo

APPLICATION COMPONENTS
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Push Deployment Summary

Control Less rellablllty
Simplicity Less scalable
Availability _[ Less secure

NATIONAL
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Pull Model

Pros: Cons:
» Scalable * More complex than
* No discovery push
« Target controls when « Requires more
updates are applied infrastructure

 Server could be a web
service
 Host not required

« Target must be able
to install updates to
itself

Custom solution
required

Ex:
* NI Update Service
 Windows Update

NATIONAL
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Operating System Support

e | imited pull update support
Phar I—a p/ e Do not have full write access when running

ETS

(only safe mode)
e Cannot use NI APIs to install software to itself

e Moderate pull update support

\/XWOI"(S e Has write access when running

e Cannot use NI APIs to install software to itself

: e Best pull update support
N | |—| NUX RT e N| supported API for imaging

NATIONAL
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Simple Example: Deploying Image Updates using a
USB Memory Device

| 9 &

tmp lvappimage ni-rt.ini

- See Example: Reference Design for Plugin and Image
Deployment to a CompactRIO using a Memory Device

NATIONAL
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http://zone.ni.com/devzone/cda/epd/p/id/6580
http://zone.ni.com/devzone/cda/epd/p/id/6580
http://zone.ni.com/devzone/cda/epd/p/id/6580
http://zone.ni.com/devzone/cda/epd/p/id/6580
http://zone.ni.com/devzone/cda/epd/p/id/6580

New Pull Based System Updates on NI Linux Real
Time

° Nl I_”"]UX Real_Tlme targets Can dlrectly Ca” Real-Time Software Configuration

11 T ‘[} Qbﬂearr.h %Custnmize'
Set Image

HEH]
- Enables targets to reimage themselves ok
- Images can be pulled down from the network o
or stored on a USB drive I"'C’” U o ”
nsta ninsta
- Specify additional metadata when I
creating an RT image (title, version, Crate mage
description) G
Restart
- Blacklist Wildcards with System Imaging .
- Globbing: “*" and “?” SystemNode  Save

. Character set matches: [abc]

7 NATIONAL
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Pull based Architecture

- Clients and targets talk to the
server

- Clients don't directly talk to the
targets

- Benefits:

- Clients upload updates directly to
the server

- Clients configure which targets
need to receive the update on the
server

- Targets pull updates directly from
the server

- Targets provide progress
information to the server

- Communication to the server can
be secured

NATIONAL
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Considerations for Pull Deployment

ni.com

What do we

store on our When and how

server? \Who hac do we determine

access? if there are
updates?

How are these
updates
obtained? Where
are they stored?

What updates
can a target pull
down?

How and when
are the updates
applied?

NATIONAL
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Push vs. Pull

» Control over deployment
time and safe state

» Simpler implementation

) _Code UpeRitos mighie g By | Better for N:N deployments
single host

» More support from existing <« Better for automated target
NI Technologies management

NATIONAL
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Conclusion

- Deployment i1s a complex topic, and there Is a not a “one-
size-fits all” solution

- NI recognizes system management and deployment as a
key challenge facing developers today

- NI is continuing to Invest ?  Push Pull

In solutions to make 2r
. (O]
deployment easier §
g System
OF Management
@ Server
@ RAD
£
] | >
Number of units
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Questions?
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