


Practical Considerations for Connecting LabVIEW
to the Industrial loT
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Today’'s Agenda

- Introduction to the Industrial loT and NI Edge Nodes
- Speaking the lloT “Lingo”
- Trending lloT Cloud Platforms

- Connecting to loT Cloud Platforms From LabVIEW
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The NI Edge Node Advantage

Nanosecond Analysis and Control
Assess and respond to inputs 860X faster than the average human with
FPGA-enabled hardware.

Open, Connected Software
Leverage technology from the anticipated 4 million loT software
developers by 2020.

Data Acquisition From Any Sensor
Acquire and manage any of the 78 exabytes of industrial data expected
by 2020.

Edge-Ready Hardware
Deploy hardware that's certified to withstand the most demanding environments
since 0% of OT assets are in an environmentally controlled data center.

Synchronization
Synchronize edge nodes to within 100 ns of each other anywhere in the world
with Time Sensitive Networking.
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Open Connectivity to OT and IT
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Common lloT Protocols

Web services and business apps
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MQTT—Message Queue Telemetry Transport D2S
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MQTT—Quality of Service (QoS)

QoS 0—at most once
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MQTT—Quiality of Service (QoS)
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MQTT—Quiality of Service (QoS)

QoS 0 - at most once =
|
@ — = QoS 2—exactly once
hlj = E
S| 1 —
2
= 83 —
H — = . =
3 - -
3
______________ —
AT 3 g 1 2 3
[Tl =

(¢ NATIONAL
’ INSTRUMENTS' 14



MOTT—Tips

- MQTT client P ——
. MQTTfX File Extras Help
- Linux, Mac and Windows h Disconnect
= http://lwww.mqttfx.org/ EED suvscrive  Scripts  Broker Status  Log

»  areabd/greenhouse/environment - m w Qos1 Qos2

humidity":88]

- MQTT broker
- test.mosquitto.org
= Linux, Mac and Windows
- Install your own MQTT broker
» https://mosquitto.org/download/

- Use port 1883 for open and 8883 for encripted data transfer (TLS 1.2/SSL).
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http://www.mqttfx.org/
https://mosquitto.org/download/

LabVIEW MQTT APIs

- Several public APIs:
= https://github.com/DAQIO/LVMOTT

= https://github.com/Indie-Enerqy/AWS-10T-

Connection Status

RESTful
more

LabVIEW Tools Network:

= |OT Cloud Connector for LabVIEW by
Etteplan

SSL support on request

Focused on use with IBM Watson loT for
Bluemix

- Wirequeue MOTT by WireFlow
Broker runs on WireFlow servers
SSL support
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https://github.com/DAQIO/LVMQTT
https://github.com/Indie-Energy/AWS-IoT-RESTful
http://sine.ni.com/nips/cds/view/p/lang/nl/nid/213661
http://sine.ni.com/nips/cds/view/p/lang/nl/nid/213501

AMQP—Advanced Message Queuing Protocol

- Sends queues of data between servers
- Endpoints must acknowledge receiving data
- RabbitMO—open source message broker

- LabVIEW APIs
- LabbitMQ by Distrio Publish

= Github AMQP implementation m
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https://www.rabbitmq.com/download.html
http://sine.ni.com/nips/cds/view/p/lang/nl/nid/211065
https://github.com/tweeto/AMQP-Client

LabVIEW 2017

Complex applications. Distributed systems. Streamlined development.

Leverage the Latest Design Trends

With New IP and Tools Streamline the Management
of Distributed Systems
ol

LabVIEW Analytics and Machine Learning Toolkit
LabVIEW Cloud Toolkit for Amazon Web Services
Channel Wire Support for FPGA

Expanded Ecosystem With Hardware
and Software Interoperability

Native Support for Secure RTI DDS Toolkit
LabVIEW OPC UA Toolkit
LabVIEW FPGA IEC 61131-1 Interface Utility
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DDS—Data Distribution Service

Publish/subscribe communication model for
distributed systems

Native LabVIEW API that supports Windows
and NI Linux Real-Time systems

DDS compliance—interoperates with C, C++,
Java, and C#/.NET applications

Set quality of service requirements—Ilatency,
throughput, and reliability

Ability to scale to thousands of nodes and
millions of data points

DDS Security enables per-topic
read/write access control
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LabVIEW VIs C, C++, .NET,
, Java,
> - JavaScript
Python, Lua
and Ada Apps

RTI DDS Toolkit

on Windows and NI DDS Libraries

Linux RT

& N
N 7~

Real-time publish/subscribe data exchange
Communicate over shared memory, LAN, Internet
Secure authentication, encryption, access control

Peer-to-peer (no network service required)
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Popular lloT Platforms

Amazon Web Services ® awsiot
PTC ThingWorx

IBM Bluemix

Microsoft Azure

Google Cloud

GE Predix

Worldwide +

Past Syears ¥

Preference depends on

- Service model (laaS, PaaS, SaaS)
- Company IT preference

- Capalbilities

- Cost model

‘7 NATIONAL
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® azureiot
Search term

All categories

-

Web Search ¥

bluemix iot
Search term

+ Add comparison
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Which cloud computing services are relevant to your
LabVIEW projects?

DATA STORAGE

IOT PROJECTS

DATA PROCESSING / COMPUTE

ANALYTICS OR INTELLIGENCE SERVICES

OTHER CLOUD SERVICES




CLOUD STORAGE OPTIONS

NI Cloud Connection APIs Cloud Storage

/

_________________________ Server
g R I’ =
l | : Amazon AWS =
: P AWS APIs I [ ]
_. 4 I I é
: :E: H E E E MS Azure APIs : : MS Azure =]
[ ]
l —— _
, LabVIEW. Google APIs ' : =]
I : | Google Cloud =
I Predix APIs i I —
I [ _ =]
Bluemix APIs i | GE Predix =
I [ —
USE CASE — | | =
/ + IBM Bluemix =
LabVIEW developerswantto . _ _ _ _ _ _ _ _ ——— I —
connect to cloud services to : =]
store data or perform analytics. : Other =
. ]

LabVIEW APIs
Authenticate | Config
Data Send/Receive |
Call Cloud Functions
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Amazon S3 Storage

- Simple Storage Service (S3)

- Store and retrieve from anywhere

- Store large files up to 5TB

- S3 Buckets (folders) and objects (files)
- Regions

- https://aws.amazon.com/s3/

- LabVIEW Cloud Toolkit for Amazon Web Services
= HTTP and HTTPS

- Large data uploads T Sserd A Cumomier
- Low-level Vls include source code 53 Nz 303
- Run on desktop and real-time OS o SN Queue

NATIONAL
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Store Waveform Data Into Cloud

- Features
= Amazon Web Service S3
= CompactRIO

- Requirements
= Network connection
- Amazon AWS account (free tier)
- LabVIEW Interface for Amazon S3 package

24



Monitoring
Using Amazon Web Services loT
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Amazon Web Services (AWS)

- AWS |oT service |
. AUTHENTICATION v > : A AL
- Devices and SDKs N (M ®)e--> © D
- Connect over MQTT \ o | AWS
: N L - s 4 )
- Manage things . _AOv /-

DEVICE SDK - DEVICE GATEWAY

RULES ENGINE | 39 party

Transform messages |

basedonrulesand |
route to AWS Services |

- Route messages Setolcient s o e i N
acﬁaﬁge'v1wef,s;ge;) k P { \ T |
h : Lo S0 | 3<—-—->Eﬂ = ﬂ
to other services AT | oo+ |5
= Debug el 4 PE!S\SIeﬂthﬂgSlflle:mvmé
DEV'CE REG'STRY | intermittent connections ‘

Q Identity and Management of i
= WS C L I your things

AWS loT API @

- https://aws.amazon.com/iot/ : S S

NATIONAL
"7INSTRUMENTS“ 26



AWS loT Rules and Services

Amazon Amazon Amazon
S3 DynamoDB Kinesis Amazon RDS Amazon Glacier

MQTT A thons *. 0 . *

@ @'}}i? | . G e - ‘

Rules Eng'ne ‘I Amazon AWS Amazon Amazop Amazon
SNS Lambda SQS Redshift EC2
! ml ' 3. External Endpoints
CloudWatch Elasticsearch Machine (via Lambaa and SNS)
Learning
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DEMO loT Connections, Rules, and Monitoring

lllllllll " Features
- - Amazon Web Services—IoT, DynamoDB, S3

: . MQTT
= CompactRIO
- Requirements

- Network connection
\"4 - AWS account (free tier)
- LabVIEW MQTT API




Data Processing
Using IBM Watson IoT for Bluemix
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IBM Watson IoT for Bluemix

= Open cloud platform

= Build, run, deploy, and manage applications in the
cloud

= Support for several programming languages
- Java, Node.js, Python, PHP, Go, and so on

- Broad catalog of services
- Data analytics, Watson, IoT, network, storage, and so on @ . e . @

- Communicate with devices via Watson |oT for
60006

JAVA

Services

Bluemix
= MQTT support
= https://bluemix.net

200680
00000
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IBM Bluemix Concept

©)

M QTT Cloudant NoSQL

Internet of

CompactRIO Things

-
-
-
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Java

muneﬁﬁ*{ﬁbé_;‘lmggi

O

Driver behavior
analytics

_ Analytics
IBM Bluemix Q J\r,\r/\r process
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DEMO loT Control and Analytics

IIIIIIIIP ) Features
BEB] . - IBM Watson IoT for Bluemix
- - Node-RED
A v - External data (web services)

IIIIIIIII E " CompaCtRlO

- Requirements
= Network connection

- IBM Bluemix account (free or lite tier)
- LabVIEW MQTT API
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PTC ThingWorx
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PTC ThingWorx loT platform

- CAD industry
Model Based Design approach
Things modelled in detalil
Connectivity:

- REST API

- Edge microserver

- Device SDK

- Kepware

= AWS loT

LabVIEW Rest API available

Input Info 1 1
3 =

6’6‘ Properties from ThingWerx

: ] =
Array Inputs * E ...... “

Properties
[abe

=nd Sessiors
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MyRIO Mechatronics System for PTC ThingWorx—Beta

Configure and Customize

= Design labs that emphasize key industrial
applications

= Combine myRIO, NI ELVIS RIO Control Module,
and high-fidelity plants for a unique learning
experience

= Test application-specific course material
developed by industry partners

‘7 NATIONAL
’ INSTRUMENTS'
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=
S ptc

Apply and Advance

Join the 10T community when it is launched at
NIWeek

Purchase a beta solution based on myRIO
complete with ready-to-run projects

Grow your knowledge while helping shape future
course material

35



loT Cloud Platform Comparison

Amazon AWS loT IBM Watson IoT for Microsoft Azure loT PTC ThingWorx
Bluemix Suite

Free Trial

Pricing

Access

Protocols

Home Page

‘7 NATIONAL
’ INSTRUMENTS'

12-month free trial,
250k msgs/month

By # msgs

GUI and CLI

HTTP
MQTT

https://aws.amazon.co
m
liot/

30-day free trial, then
Lite version

By # devices, data,
storage, and services

GUI and CLI

HTTP
MQTT

http://www.ibm.com/in
ternet-of-things/iot-
solutions/watson-iot-
platform/

Unlimited trial,
8000 msgs/day,
500 devices

# of loT hub units
(msgs)

GUI and CLI

HTTP
MQTT
AMQP

https://www.microsoft.

com/en-us/server-
cloud/internet-of-
things/azure-iot-
suite.aspx

30-day trial

Subscription

GUI

HTTP
MQTT
RabbitMQ

http://www.thingworx.c

om/iot-platform
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loT Cloud Platform Comparison (continued)

Amazon AWS loT IBM Watson IoT for Microsoft Azure IoT PTC ThingWorx
Bluemix Suite

Storage/DB

Machine Yes Yes Yes Yes

Learning

LabVIEW Yes Yes Yes Yes

Compatibility

Virtual Devices Yes No Yes No

Rules Yes, rule engine Yes, i.e. node.js Yes, Azure stream Yes, expressions

analytics

Data visualization Quicksight Yes, IoT real-time Yes, Azure web apps  Yes, ThingWorx

insight Studio (AR), mashups

NATIONAL
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SystemLink PRODUCT FEATURES

Manage distributed systems with software that enables the mass Mass deploy software to
coordination of device configuration, software deployment, and data transfer. remote hardware nodes
Web Application Server Managed Systems SCAYEIEeEE ITEEE
_ . . _ _ such as restart and self-test
Browser-Based: PC, Mac, Mobile Windows PC or Server Windows and NI Linux Real-Time

View and configure device

] ﬂ:“lm;én Systems Manager . .
— settings; classify systems
« Dashboard Approve Add H f R [& - . .
i — " :| ’ | according to operational
(] Name | IP Address Model Name Serial Number Connec! tion . - '
—
O u NI-cRIO-5068-190CBTE 10.2.33.126 cRIO-906& 190CB78 Connected = CO ntext
O @& NI-cRIO-3068-190D5D5 10233125 cRIO-2068 180D5D5 Connect ted — ("Dn'pak:t[“()
O @ N-cRIO-3068-190D673 10233123 CRIO-9068 1900673 Connected I
O ® N-CRIO-9068-190FDFS 10.233.124 CRIO-9068 190FDF5 Connected Automate data transfer
O @ Pue-8840Quad-1 10.233.95 NIPXIe-8840 Q... 030E1626 connected .: :I :I throughout the dlStrlbUted
[J & Pue-8840Quad-2 10.2.33.96 NI PXle-8840 Q.. 030DDBBS Connected L .
System and Data Security CompactRIO system using LabVIEW and/or
User Authentication —\ Web APlIs
Data Processing .. 10 1.1,
AR
S —
PXI
w1
o Mk




Summary

« MQTT—most common IloT communication protocol for Device to Server
- MQTT through github or native HTTP calls
- Feature extraction
- LabVIEW 2017
- Native AWS S3 and RTI DDS Toolkit
- Data storage to cloud

- NI's continual investment in l1loT technologies

- Resources
- White paper
- Examples
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Other NIWeek Sessions you might be interested in

- AWS Session: - PTC:
- Tue, May 23rd, 2:15 PM - 3:15 PM; 19A = Tue, May 23rd, 3:30 PM - 4:30 PM; Tech
- Leveraging AWS Cloud Services in Theater
LabVIEW - ThingWorx Technical Overview: Create

Breakthrough Solutions for the Smart

_ Connected World
- Azure Session:

- Tue, May 23rd, 2:15 PM - 3:15 PM; 16A

- lloT: Connecting LabVIEW,
CompactRIO, and Microsoft Azure IoT

- Wed, May 24th, 1:00 PM - 2:00 PM; 17B

- Manufacturing Transformed: lloT
Delivers Unprecedented Speed

NATIONAL
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Industrial Internet Consortium Testbeds

Microgrid Communication Condition Monitoring
and Control d Maintenance

Time Sensitive

Network
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wes] - Surveys ﬁ

Title
Processing at the Edge: Why a Platform-
Based Approach Is Ideal for the lloT

Time
Tuesday, 1:00 PM - 2:00 PM

Speaker(s)
Nick Butler

Nick Butler

*1. Please rate the session content on the following B efo re yo u g O ]

Overall Quality

selctone- d take the survey.

Technical Level

- select one - 7|

Relevance to your job

- select one - 7|

Relevance to published title and abstract

- select one - M
Nick Butler

o € >
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Stay Connected During and After NIWeek

Q0 ni.com/niweekcommunity
Bl facebook.com/Nationallnstruments
] twitter.com/niglobal

@ \outube.com/nationalinstruments

Please provide feedback on this session via the NIVWeek Mobile App



