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Today’'s Agenda

- Introduction to the Industrial loT and NI Edge Nodes
- Speaking the lloT “Lingo”

- Connecting to loT Cloud Platforms From LabVIEW
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The NI Edge Node Advantage

Edge-Ready
Hardware

Synchronized Data and
Edge Node Hardware

Nanosecond
Analysis and Control

Open Connected
Software
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Open Connectivity to OT and IT
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JSON - JavaScript Object Notation

Standard to store and send data

Often used between browsers and servers

Text format

Self-describing Input JSON string ~ 1SON string

) [Pabe] {"Operator":"James","Data":[1,2,2.2000000000000001776]}
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Common lloT Protocols

Web services and business apps

AMQP -
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MQTT—Message Queue Telemetry Transport D2S

MQTT publishers MQTT MQTT subscribers
broker
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MQTT—Quality of Service (Qo0S)

QoS 0—at most once
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MQTT—Quality of Service (Qo0S)
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MQTT—Quality of Service (Qo0S)

QoS 0 - at most once
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LabVIEW MQTT APIs

- Several public APIs:
= https://github.com/DAQIO/LVMOTT

Connection Status

= https://github.com/Indie-Energy/AWS-IoT- ———
REST{ul |
: Topic ity TT_Publish.vi MQTT_Disconnect.vi
more L st e out

aie ]
{2
20 E
= Stop T2
oererne BB || Message published

LabVIEW Tools Network:

= |OT Cloud Connector for LabVIEW by
Etteplan

SSL support on request

Focused on use with IBM Watson loT for
Bluemix

- Wirequeue MOTT by WireFlow
Broker runs on WireFlow servers
SSL support

14


https://github.com/DAQIO/LVMQTT
https://github.com/Indie-Energy/AWS-IoT-RESTful
http://sine.ni.com/nips/cds/view/p/lang/nl/nid/213661
http://sine.ni.com/nips/cds/view/p/lang/nl/nid/213501

MQTT—Tips

- MQTT client
= MQTT.fX
= Linux, Mac and Windows
= http://www.mqttfx.org/

- MQTT broker
= test.mosquitto.org
= Linux, Mac and Windows
- Install your own MQTT broker

= https://mosquitto.org/download/

& MOTT.f- 140
File Extras Help

m Subscribe  Scripts  Broker Status

»  areabd/greenhouse/environment

humidity":88]

Disconnect

Log

- Use port 1883 for open and 8883 for encripted data transfer (TLS 1.2/SSL).
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http://www.mqttfx.org/
https://mosquitto.org/download/

AMQP—Advanced Message Queuing Protocol

- Sends queues of data between servers
- Endpoints must acknowledge receiving data
- RabbitMO—open source message broker

- LabVIEW APIs
- LabbitMQ by Distrio Publish

= Github AMQP implementation m
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https://www.rabbitmq.com/download.html
http://sine.ni.com/nips/cds/view/p/lang/nl/nid/211065
https://github.com/tweeto/AMQP-Client

DDS—Data Distribution Service

Publish/subscribe communication model for
distributed systems

Native LabVIEW API that supports Windows
and NI Linux Real-Time systems

DDS compliance—interoperates with C, C++,
Java, and C#/.NET applications

Set quality of service requirements—Ilatency,
throughput, and reliability

Ability to scale to thousands of nodes and
millions of data points

DDS Security enables per-topic
read/write access control
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LabVIEW VIs C, C++, .NET,
, Java,
> - JavaScript
Python, Lua
and Ada Apps

RTI DDS Toolkit

on Windows and NI DDS Libraries

Linux RT

& N
N 7~

Real-time publish/subscribe data exchange
Communicate over shared memory, LAN, Internet
Secure authentication, encryption, access control

Peer-to-peer (no network service required)

rt



Popular lloT Platforms

. Many platforms available \Watson

" Prefergnce depends on AZ u re

- Service model (laaS, PaaS, SaaS)

Jasper PTC
. Comp_any IT preferences B I u e m IXPredlx

- EXperience

. _ Cloud
: gnglrt:l(l)t(lﬁ & Requirements nggggs AW SI B M
~MICrosoft

Amazon
ThingWorx
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Connecting to Amazon Web Services IoT
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Amazon Web Services (AWS) — |oT service

= Connect over MOQTT
- Manage things

Route messages to
other services

Debug

https://aws.amazon.com/iot/

AUTHENTICATION 5 ) ©

Secure with mutual
authentication and encryption

RULES ENGINE |
Transform messages |
basedonrulesand |

route to AWS Services |

DEVICE GATEWAY

Set of client libraries to Communicate with devices \via
connect, authenticate and MQTT and HTTP =
exchange messages r ‘
U : APPLICATIONS

v 4 DEVICE SHADOW |
R e Persistent thing state during 5

DEVICE REGISTRY ™ iy intermittent connections |

Identity and Managementof  §==""4-] | = H

: ;

your things
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AWS loT Rules and Services

Amazon Amazon Amazon
S3 DynamoDB Kinesis Amazon RDS Amazon Glacier

N, Actions ‘. " . *

m I TR

Rules Engme / Amazon AWS Amazon Amazon Amazon
; SNS Lambda Redshift EC2
g’ 0 3. External Endpoints
CbudWatch M mm (via Lambda and SNS)
Learning
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Amazon S3 Storage

- Simple Storage Service (S3)

- Store and retrieve from anywhere

- Store large files up to 5TB

- S3 Buckets (folders) and objects (files)
- Regions

- https://aws.amazon.com/s3/

- LabVIEW Cloud Toolkit for Amazon Web Services
= HTTP and HTTPS

NI Cloud Toolkit for AWS

- Large data uploads £ Qusearch A Customizes
- Low-level Vls include sour.ce code E = - o
- Run on desktop and real-time OS 5 sns sas =
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DEMO loT Connections, Rules, and Monitoring

- Features
- Amazon Web Services—IoT, DynamoDB, S3
- MQTT
= CompactRIO

- Requirements
= Network connection
- AWS account (free tier)
- LabVIEW NI Cloud Toolkit for AWS
- LabVIEW MQTT API




Connecting to IBM Watson loT for Bluemix
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IBM Watson IoT for Bluemix

= Build, run, deploy, and manage applications in the e
cloud

= Support for several programming languages
- Java, Node.js, Python, PHP, Go, and so on

- Broad catalog of services
- Data analytics, Watson, 10T, network, storage, and so on

- Communicate with devices via Watson loT for @ . @ . @
Bluemix

= MQTT support e @ e . @ @
= https://bluemix.net OO 6 (0

Twic weaL o porg = a—
1M Certified Community Community Community Comaunity Community

JAVA

Services
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IBM Bluemix Concept
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Connecting to PTC ThingWorx
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PTC ThingWorx loT platform

- CAD industry
Model Based Design approach
Things modelled in detalil
Connectivity:

- REST API

- Edge microserver

- Device SDK

- Kepware
= AWS loT

LabVIEW Rest API available

Input Info 1 1
3 =

6’6‘ Properties from ThingWerx

: ] =
Array Inputs * E ...... “

Properties
[abe

=nd Sessiors
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LabVIEW 2017

Complex applications. Distributed systems. Streamlined development.

Leverage the Latest Design Trends

With New IP and Tools

e

LabVIEW Analytics and Machine Learning Toolkit
LabVIEW Cloud Toolkit for Amazon Web Services
Channel Wire Support for FPGA

Expanded Ecosystem With Hardware
and Software Interoperability

<>

Native Support for Secure RTI DDS Toolkit
LabVIEW OPC UA Toolkit
LabVIEW FPGA IEC 61131-1 Interface Utility
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Streamline the Management
of Distributed Systems
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System Management Software
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SystemLink - Product Overview

Manage distributed systems with software that provides mass coordination of
device management, software deployment, and data transfer.

Web Application Server Managed Systems

Browser-Based: PC, Mac, Tablet Windows PC or Server Windows and NI Linux® Real-Time
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Data Processing

PRODUCT FEATURES

SOFTWARE DEPLOYMENT

Mass deploy software to multiple
remote hardware nodes.

Create and manage deployment
packages for LabVIEW apps and
non-NI software.

DEVICE MANAGEMENT

View and configure device
settings; perform diagnostics
such as restart and self-test.

Classify systems according to
operational context.

DATA TRANSFER SERVICES

Automate data transfer using
LabVIEW and Web APIs.

Use data viewers to administer
data transferred from targets.




Summary

MQTT
= Most common IloT communication protocol for Device to Server
- Feature extraction
- MQTT through GitHub or native HTTP calls

LabVIEW 2017

= Cloud Toolkit for Amazon Web Services
- RTI DDS Toolkit
- Data storage to cloud

NI’s continual investment in lloT technologies

Resources:

- White paper A Practical Guide for Connecting LabVIEW to the Industrial [0T
- Examples in cloud toolkit
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http://www.ni.com/white-paper/53954/en/

Stay Connected

Q0 ni.com/niweekcommunity
Bl facebook.com/Nationallnstruments
] twitter.com/niglobal

@ \outube.com/nationalinstruments



